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Abstract

MIS defines a Privileged User (PU) as a registered user or account holder who manages the

applications, services, equipment and security defences wii the IT enterprise IT account

holcera who develop and test are also considered to be PUE.

MIS assesses the security risks of PUs as part of the output of HMG's mandated technical

security risk assessment methodology. For a more business focussed and contestualised

assessment, MIS further assesses a PUs level of privilege using 5 criteria (Technology,
Ablity, Scope, Protective Marking, Crticalty) so that they can be categorised as ether an

Enhanced Standard User,

Standard Privileged User,
Enhanced Privileged Us

These Securty Operating Procedures (SyOPs) are a requirement of the Policy for Privieged

User (PU) and Enhanced Standard User IT Accounts (Version 3.0) and outline the high level

securiy responsblities for ar PUs with access to MIS systems (which might also host SIA
infermation). You must read these SyOPs and e-sign them using therelevantsite (if you

have access to the relevant system), otherwise, you wil bo requires to read and sign the

declaration at the end of these SyOPs befere you can apply for a PU account and at least

annualy theteatter to maintain access t contains detais of whal you must do in order 1:
maintain the Confidentiality, Intogrty and Avalabliy (CIA) of MIS Infomation and IT

systems (which might also certainSIA information) and what you should do nthe event cf a

secunty incide

Line Managers have a responsibilty to ensure that information security is embedded in th
everyday IT support services provided by their teams, however i is your personal
tesponsibity to comply with these SyOPs: any deviations from these procedures may

render you able to dsciplinary action. No departure frem, or amendment to these SyOPS is
permited withoutthe exptct permission of the sherelevantteam leas.

As Developers are considered to be PUS, tris version of the PU SyOPs
supersedes/subsumes the Security Operating Procedures (SyOPs) for Develepers working

on Security Service IT System Environments v3.0 dated January 2011
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Purpose
4 "The purpose ot these SYOP st inform al Pruleged Users (PU) wih elevated or administrative
access to MS same (which right eue SIA formation) ol Der personal esco
responsaites Since these Mah level SjOPs are genero acres Ms TT systems. there may be

ten system level SOPs a il nee to be rad and signedn ata 1 sr document

PU Security Operating Procedures (SyOPs)

What is mandated under these PU SyOPs

2. Before accessing any MIS TT system with a PU account you must:

a. Azenc any relevant MIS securty and awareness briefings for IT sta (pis includes induction

training and any specie training requirements denied for the role by Line Managers for example)
An eLeaming package has been created snd users must completo tis as a pre-requisto to

requesting a PU reielaccount and arnvally erester

» Ba qualtac ancior exparionced (trough training and cerieatans) fo the role you are undertaking

as a PU (for stance. an Active Directory administrator le expected to have the relevant
‘competenciesto that rola)

é Read eto SyOPe and wegn ther using thecefavantsite ( you nave access ‘othe relevant

System ctrerwso, you wa be equed tress and sgn the decarton ate end of rece SOPs
do contrm tat you wil décharge your secuntyresponsbites feng to PU access to MS IT

sjcoms Tho ile version of Dato $)OPs must ton be 10039 ard resigned (ear an the

site cr marvaiy) at lost ennualy o teia PU accoss (remindera wil bo autora y
frsieg to PUs vis therelevantsie wnere e-szring os been ces.

4 Rand and abide by Me Code of Prctic farine Use of EectrricFesites as required by ALL

Sere ot eretas:

‘2 Read ans understand the requirements of the Policy for Privileged User (PU) and Enranced

Standard Uses IT Accounts (Version 3.0),

LL Hold a current DV and bea UK National in accordancewith Policy for Privileged User (PU) ane

Enhanced Standard User IT Accounts (Version 3.0). Some PU to's wil require PUSlo be Senstve

Post Checked (SPC), these roles wil be Isenoted as par of the PU Management end Business

Autorisation (PUMBA) warktow used to authorise PU accounts the.mlevantteam and you should

‘check wih your Line Manager to uncerstand whether or not £ apoios lo ony of your PU

rolewaccounts. The relevant team PU rolesdo not currently use PUMBA however some PU accounts

may sul require SPC and you should Faise win your Lne Manager to Identty whether or not SPC

appleste you:

3 Ensure that any PU access is applied for trough tre IT Servico Desk request fufiment process

(the relevant team surpores systems) andor other IS PU account processes and procedures (dhe
celevant tram supports systems) and therelevantsite support team);

1. Ensure trat any ef your personal PU accounts no longer required followthe correct MIS processes

and procedures to have these accounts disabled If jou stl have PU access that is no longer

requires, you have a personal "espons by to intiste the process to have such access revoked for

doroiavantteam provsionsd PU secours, you can use PUMBAto intiate m8.

What is allowed or prohibited under these PU SyOPs
3. You CAN

2. Use propery authorised privleged access anclor accounts lo administer systems or senices os

‘ommaly defined and agree by each assigned and authorsed PU role

& You MUST NOT
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2. Share aumorisec personal privileges access andlor personal ascourtsipasswords (personal

accounts are those tral are accessed using your unique Dacge ienty and password) with any other

person, regarclessof ercumstances;

D. Share auorises access to or knowledge of generic PU socourtaipasswords (service azcounts for

“example wth unautonsed users, regardess of cvcumstances. Note: Use of generic accounts must

De avoised whenever possible. MIS usesa System cated the calevant system “o manage access
toipassword generation for genere accounts. Where the celevant sistem is not being used for

genere account sccess/passward management, PUS are encouraged lo discuss with their Lire

Managerswhy & is not being used Vinero therelevantsystem is not being used to store

passworesimanoge access, therelevantteam must also be corsuted.

€ Leave any terminais unatended anc unlocked whero PU or Normal User access is

avalableñogged in — terminals must ba locked if you leave them and logged eff at the end each

working day. Vihere there is a valid unavoidable requirement to leave accounts logged in when users

are not cn ts premises or ta leave terminals logged in and unattended but nat locked, approval must

De sought from the IT Securiy Officer (ITSO) and therelevanteum must be inforred,

4 Leave comected sessions (to touchdown servers for example) running when logged off ef

‘desktops. Sessions must be Gisconnested AND loggedof prior to desktop log of.

€. Abuse or atemst lo abuse authorised prvleged access to MIS IT systems, funcsonatry or

ataintormason (notwithstanding Footns:e' below),

£ Bypass/subvert or attempt to Bypass/subvert system securty controls (whether physical or technical
securty controls) orto use them for any purpose ether than tnat intended (nctwitsstanding Foomrctes

below),

9 Create er atemat to create any access account (PU cr omerwice) or elevate privieges thereat

out proper authorisationvia the PUWEA workflow(the relevant team supported systems) endior

relevant PU processes and procecures (therelevantteam supported systems and the relevant

sita suppor teams),

1. Share cata with individuals who may not be authorised to access A tharmecivos; for example
extemal parmers (including Tose who may be co-loceles with the user for periode of tira} or ether

MIS coleagues from efferent sections/ Business areas;

LL Transter any data to oF trom any MIS IT system cer than via the authorised imporvexpon
Procedure manages Dy te the relevant system (corporate/nvestgatio systems) thecalevant

ile team local srocossesand procecures (therelevantsite ony) or oca!
processesana procedures (operational systems). Data vansfers (whether data movesot cata copies)
Betagen MIS IT systems mus! be azthorised by the Data Transfer Process (managed by thaselevant

team) before they are conducted,

| Make anyunaurorsedmodiicatons or configuration changesto sefware or narduare. Al changes
must be authorised throug tre formal change process (corporateinvestigatve systems) or loca! he
relevantteam local processes ane procedures (operational systems)

k Accessiaaminster or attempt to access/acminister Produ
applications through Non-Procuetion (tes

oxceçtone apply

ive} system intastucure of

wronmentsiaceDurts or vice versa, unless tha fezowing

“EM netos vt sone Pur [estr lat cms As, IDAHO segu) someras puro
8 aparle410 sr ros,ey mnt tae ac? LE y sor te a
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| you hase been granted a ‘core’ account, he abiltyto access both Ive" and test envionments
sing your core accounts acknowledged and permitted However, you ms: ensure trat yeu only use
you" core account for authorised tasks,

A. you are requres to use the relevant system for your PU role 02205 (whch could be occessod
sing your recents forthe levant account depending on how you have been given access to
Sateís) then you must only ntate onward (ransparert) connections using stored accounts available
a the sates) appropriate to he target environment. For example, the relevant account evalable In
gafe(s) must ony be used Lo access the relevant account environments respective.
L Be granted physical access to intrasyucture havaware (usualy but not always in data cenves)

without proper authersaton supported by a valid business case;

m. Use pridleged account access to perform ner-prvaged functions:

Auto forward material from your PU account to any ether account

2. Connector attemptto connect any urauthotses extemal devices or media (such as laptop POS,
USB sticks, smart phones or personal organisers) to any MIS network ot system, regardess of
ercarstarces

Public Key infrastructure - PU Responsibilities
$ As a PU, you wil be able to request a Public Key Intastucure (PK) certscate for use on
hardware devices or sofware applicazons. Devices and software appicalons ar

Person Entes (NPE)

5. PUS shal noto trat:

a. To request an NPE certfcalo you must be the system owner (or delegated cumes) and an existing
kl subscrber. Requests must be made using your user account (not your prvieged account)

D. You must only use NPE certicatos within the envrenmertisystem it was issued from and for te

intenced ure. E q Thereleventsystom cervtcates must only be used wisin ¿he relevant avatem

«Any passwords'passphrases used to access key material must De defined and managed within the

levant system You must protect and secure keys and crocentals in accordance with te MIS coge

of practice, MIS polias and procecuros and the Cerstcate Practico Statement (a) avaiable on fhe

(trans

4. You ate resporsble for ho rerewal of any NPE confcates you request and must identty a

Sutable secondary rominated contact and a replacement contact should you move Or leave your

post You must nolty the cetfieate manager of ary changes lathe naminateg contact,

Methods of enforcement of these PU SyOPs
7 PU sois, responsibites and access controls may apply at infrastructure, system or application

level PUS are to be assigned wih accounts and passwords aligned lo ine securty requirements of

eae» system or appteavon and in accordancewith Cyber Socurty Technical Policy procveed by the

‘ondior specie the relevant team local policy where tere aro specisc and aunersed

operational requirements.
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8. The ful requrements of the Poly fer Pridieged User (PU) and Enhanced Standard User IT

‘Accounts (Version 3.0) mustbe implementos.

Compliance with these PU SyOPs - Protective Monitoring
9. MIS reserves te right to monitor all usage of As IT systems by individuals in order to identty

instances of misconduct,to support incident response analor vestigations.

Misconduct is defined as conduct projssicia to the interests of IMS andor falure to comply with

cfa instueiors. Any misconduct may resul in formal warnings recorded on yout veting fi andlor

dscplnay acion up to and eluding Gsmissal. See Manual of General Consiions of Server

(GCS) Section 81 (avalabie on entrant

11 Line Managers have a duty to report matters which may conste misconduct to

however al users should consider it Meir duty to report incidents as necessary ether to PM

Line Manager or direct to theselevantteam as appropriate

12 Audi logs wil be generated and montored forall system users including PUS. User actors must

be stiroutaBe o individuals

13, In addition to routine Protectve Monitoring, spot checks wil be conducted to ensure mat

Processes and procecires remain a place and are being propery achered to.

Security Incident Reporting
Já Ary person scoverng a security incide MUST reper1 inmectateyto thet Une Manageo

uravalabie na IT Servico Desk (et SSDO cut ol hour} or (or the operadora business) sig local

‘the.celevantteam processes anc procedures, taking care to note all relevant detaís (e.g tme. place,
gerson moved, equipment rele eta) In adotem, secuay incidem must be reported fo tro
SIT Secunty One” Incident may chide (nt exnscstve)

à. Al hardware or software faults encourtered within Ive environments wher
suspectod as a cause;

.H a securty breach is encountered (nctuding any unautrorisod access atlomts)

elas

breach of secur ls

y form cf hardware or sotware tampering of any tnd e suspected

LH artinirus checks alert thata virus 1s encountered (in tn instance, note any messages or ars
‘at are Gspiayed, srt Gown the lermínal and o not ue & again ut jou aro formes Bat Ris saio
‘2 do so), Vinere applicable, loca! theelavantteam processes and procecures must be folowed for

tos discovered ir cporatoral enveonmrents,

0 Any suspected compromise ef passwords or authentication token device:

1 Any observation of events by ethers that are considered to De detrimental a MIS securty

15 A relatively minor incident might develop into a more serious one # not investigated prompty and
Hosted apropia

15 Failure to report a securty incidents a dscplinary elenco, Admiting to an honest mistake wil be

vente more favourably than tying o cover up an incidem.

7. The relevant teams Cype: Security Poicy [REDACTION] - IT Securty Incicent Management
Pell must be achered o,

Exemptions and Waivers to these PU SyOPs
Requests for exemstions andior wawors for anything coveted in these SyOPs shoud be

‘subi ies to the theolovantimam with 9 4 business juevfcaton. The relevant team vil acviso the
detais ofthe process when contacted

Pose 6010

[REDACTION]



[REDACTION]

NOTE: REDACTIONS ARE INDICATED [REDACTION] AND GISTS ARE IN BOLO, DOUBLE-UNDERUNED

AND ITALICS]

Review Criteria
18 Any changes 10 celaed intemal MIS polices wil result in a review el these SyOPe Cthorwis

these SyOPEwil be reviewed on an anual basis
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GLOSSARY

Tem

Definition.

AEB, “The property of nfarmalion Beira assess nd UAble upon demand

byan authorises ent
Condena ‘The propery that ivormsioa 1 nel mado avalabe OF 2200860 1

unauborises individuals, erties, ar processes.
TS [Tne property cf esfoguarang the accutsey and compa

| information = tis may includa me at
| nas taken place, such hat lt cannot be repudtated Lalor

Privieged User In Une wih HMG's tecnrical securty risk osscusrrent framewsn
Information Assurance Standard No.t (1451) defnt<n a Privileged

User (PU) Is a registered user or account holder who manages the
appicatons, services, equipment and security defences witha tro IT

‘enterprise IS PU Policy also incudes trose account holcers wo

develop and test PUS can usually not be consvained in He same way

as a Normal (Standard) User and as such ave tepresentod as à
‘Separate threat actor type.

LS considers tre escunty risks om PUs as par ofthe cutzut of
HMG's mandated ¡AS! tecanicalsecuriy risk assessment. Fora
mote business focussed ang contextualsed assessment, VIS further
aspleste securayrick assessment method desersesin Annex A

cf thePU Policy to assess a PUS level of prelogo using5 crteria
(Technology. Abaty, Scape, Protecive Marking, Crticaty) so trat
they can be categorised as ether an:
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+ Enhanced Sardad User

+S'andaré Privieges User.
“Enhanced Privieges User

| isk ‘Thepotentialthat a gven tre

wil explot vulnerables of an

informationasset or croup of
Informaton assets and hereby

cause harm tothe organisation

Process cf coordinating activities

to direct and cortrolan

organisation win regard to isk

Risk tolerance is closely related

fo isk appetite, whereas appatte
rolers to risk atthe corporate

level, risk tolerance allows for

variatons in re amount et risk

an organisation is prepared to

accept fora particular project or
É 

programma
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DECLARATION

‘You must sgn these SyOPS on therelevantsito agree na tothe term and requiremerts detaies in

these PU SyOPs (Version 3.0). you aro not able Lo e-sign these SyOPs on sherelevantsig
because you do not have acess then you must completo ine declaration Dear

‘The decurationmust be completed ang roturred to therelevantteam therelevantteam PUS and
‘ecelovantteam fo therolevantfeu PU:

A Pivdoga Usar account cannot be issued unt this form has beon received by the the levant
‘eam along wih a completed PU Accourt Request Form.

Declaration

nave atndod

systems and ha

relevant MIS bocurtyand awareness brietngs for PUs win accessto MIS IT

fu DV clearance.

have read these PU SyOPs and understand myresponsibities as detailed within them.

undertake jo observe these SyOPs and take al reasonable precautions to ens

broach ho socurty requirements cetaiad thera,

that do not

{wid inform my Line Manager, the the relevant toam ard IT Service Desk (tha crlavant team) or
‘tow local the relevant team or the relevant ite team processes and procedures wnen no.
longer need PU access for specta systems,

"underssan mat f falto observeese SyOPs, I may be subjectto decipirary acson

Name Pass (therelevantais) No

Signature Date
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Abstract

MIS defines a Privileged User (PU) as a registered user or account holder who manages the

applications, services, equipment and security defences within the IT enterprise IT account

holders whe develop and test are also considered to be PUS.

MIS assesses the securty risks of PUs as par of the output of HMG's mandated technical

security risk assessment methodology For a more business focussed and contextualised

assessment, MIS further assesses a PUS level of privilege using 5 criteria (Technology,

Ablity, Scope, Protective Marking. Criicalty) so that they can be categorised as either a

Enhanced Standard User;

‘Standard Privieged User.
Enhanced Privieged User

These Security Operating Procedures (SyOPs) are a requirement of the Policy for Privileged

User (PU) and Enhanced Standard User IT Accounts (Version 3.0) and outline the high level

security responsibilties for all PUS with access to MIS systems (which might also host SIA

information) You must read these SyOPs and e-sign them using (herelevantsite (f you
have access lo the relevant system); otherwise, you will be required to read and sign the
<eciaration at the end of these SyOPs before you can apply for a PU account and al least

‘annually thereafter to maintain access. It contains details of what you must do in order to

maintain the Confidentiality, Integrty and Availabilty (CIA) of MIS Information and IT

systems (whieh might also contain SIA information) and what you should do in the event of a

security incident.

Line Managers have a responsibilty 10 ensure that information security is embedded in the

everyday IT support services provided by thelr teams, however it Is your personal

responsibilty to comply with these SyOPs, any deviations from these procedures may

‘ender you Fable todisciplinary action No departure from, or amendment to these SyOPs is

permitted without the explicit permission of the therelevanttenm lead.

As Developers are considered to be PUs, this vorsion of the PU SyOPs

supersedes/subsumes te Security Operating Procedures (SyOPs) for Developers working

‘on Security Service IT System Environments v3.0 dated January 2011.
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Purpose
{The purpose ot rete SYOP i to frm at Prvieges Users (PU) wth elevated or administrative
access to MIS systems (which mont cido SA ntomaton) of ther. poteanal seu
responsbites, Snte these NA level SyOPS aro genera acess MIS IT trios, tere moy be
detona system evel SOPs Bat wl nee to be read nd signed in dato fo ts domument

PU Security Operating Procedures (SyOPs)

What is mandated under these PU SyOPs

2, Before accessing any MISIT system wth a PU account. you must

a. Atend any relevant MIS securty and awareness briafnga for IT stat (his includes induction

training and ary epecde training requirements entre for the role by Line Managers for example),
An eLearning package has been created and users must completo ths as a prorequisto 1

Tequestng a PU role/accocnt and annually thereafter,

b, Be quatfied anclor experienced (trough training end cortícatons) forthe tele you ete undertaking
as a PU (for instance, an Active Directory administrator ls expected to have the relevant

Competencies to fil that rte)

€ Read these SyOPs and e-sign tiem using therelevantsite (f you have access to therelevant

system}: otherwise, you will De require to reac and sign the declaraton at the end cf these SyOPs

to confrm that you wil clecharge your securty responses relsing to PU access to MIS IT

systems. The latest version of these SyOPs must then be reteac and re-signed (etheron the

levant site or marly) at least anrualy to retain PU access (tomacers wil be aviomatialy
emalesto PUs via the rolevant site where e-signing has been usec)

6, Read and abide by MS's Code of Practice for the Use of Electronic Facia

sers of MIS IT systems,

é, Read and uncerstand the requirements of the Poicy for Pitvleged User (PU) and Enhanced

Standard User IT Accounts (Version 3.0),

{Hold a current DV und De a UK Naticnal in accordance with Policy for Privieged User (PU) and

Entanced Standard User IT Accounts (Version 2.0) Some PU roles wil require PUS to be Senstive

Post Checked (SPC), these roles will to icentfied as par of the PU Management and Business
‘Ahorisation (PUMBA) worifiow used to authorise PU accounts therelevantteam and you should

check with your Line Manager to understand whether or not E apples to any cf your PU

‘iestaccounts. The relevant team PU roles do not current use PUMBA however some PU accounts

‘ray sbl require SPC and you should false win your Line Manager to identty whetner or not SPC

apples to you

4, Ensure that ary PU access is apple for tvough the IT Service Desk esuestfuiment process

‘(therelevantteam supported systems) and/or other MIS PU account processes and procedures (the

‘@lavant team supported systems) andthe relevantsite supper team).

A Ensure tha: anye our personal PU accounts no longe regu follow the correct MIS processes

and procedures lo nave Pose accounts cleabies jou st have PU access that le no longet

toques, you have a personal response fo nta the process lo have such access revoked or

tm provisioned PU accounts, you can use PUMAto ise bi

What is allowed or prohibited under these PU SyOPs
3. You CAN

Use utorised privileged access anclor accounts to administer systems cx services as
fermaly defined and agreed by each assigned and authorises PU rose

4 You MUST NOT:

by ALL
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a Share authorised personal privieged access andior personal accountsipasswords (personal

“accounts are those tat ave accessed using your unique badge ent and password) wih any other

person, regardess of cicumstanços;

b Share authorised access to or knowledge of generic PU accounts/passworts (service! accourts for

example) with unauthorised users, regardiass ef cecumetancos. Note Use of generic accourts must

be avolses whenever possibia, MIS usos a cystom called the relevant system to manage access

password generation for generic accounts. Where he relevant system ls not being usos for

generic account access/password management, PUS are encouraged to discuss with their Line

Managers why itis not being used. Where the relevant avatem is not being used to store

passwordsimanage access, the plevant team must also be consulted

€ Leaveany terminals unstondes and unlockes amero PU ot Normal User accere 4

Sealnbctonged in~ terminasmost de locked 1 you leave them and logged Of et tne end each

eno day Vero threw a aid unavosabie requrement o levo aecours logged 1when unes

Bre oton Ws premisesoe a lave terminals logged in ad unatonced but retos, approval mist,

be cough tome IT Security Ofte’ (TSO) an lacleanteam must be nomes,

8, Leave connected sessions (to touchdown servers for example) running when logged off of

desktops Sessions must be disconnected AND logged off prio o Cosktoolog Of.

€. Abuse or attempt to abuse authorsed prileged access to MIS IT systems, functionality or

etaintormation (notwithstanding Foctnote’ below

1. Bypassisubver or attempt to bypass ‘subvert system securiy contols (whethe: physical or technica!

HSE cono) or o use te for any purpose cer than thal intended (notara Fosas

ou),

$ Create er attempt to create any access account (PU or otherwise) or elevate privieges thereot
wthout proper euthersaton vie the PUMBA worrflow (therelevantteam supported systems) andor

relevant PU processes and prececures (therelevantteam supported systems and the relevant

site suppor teams),

hh. Share data with individuais who may net be authorised to access Memseves: for example
extemal partners (including those who may be coocated with the user for periodsof time) or cer

MIS coleagues from different sectons/ business areas,

À Transfer any cata to or tom ary MIS IT system ether man via te auhocses inpeniexsont

procedure managed by the the relevant system (corporatefavesigative systems), the relevant
alle taum local processes and procedures (herelevantsita ony) ce local
processesand procecures(opraional systems). Data ranser (wheter data moves or cala copies)
Eetween i IT systems must be autotzed by the Data Transfer Process (managed by themiran)
Ham) before hey are conduces

| Make any unauthorised mocfeations or configuration changes to software or hardware. Al changes
must be autrorsed through the formal change process (corporateinvesticatve systems) or local fhe
relevantteum local processes and procedures (operational system),
ke Accessiacrinister or attempt 10 aeeeeslagminicter Production (lve) system infrastructure or
eppications though Non-Producton (test) enwronments/accountsor vice versa, unlessthe fezewing
‘exceptions apply.

e Belt gerer le, MDICION o un) e amener

leew ontene howe, a ay rat sb or y foma te pm

cn Crofer rele he ONAE nounPUT esa
See ver sta a spe thong lar Le Magen sata cen rigere deed nn sl
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IW you have been granted a ‘core’ account, the abil 19 access both "Ive" and test environments

sing your core accounts acknowledged and permitted. However, you must ensure that you eny use

your core account for authorised tasks:

E If you are required to ute therelevantsystem for your PU role access {which could be accessed

Using your eredentals forthe relevant account depending on how you have been given access to

safels), en you must ony Mate onwaré (ransparent) connectons using stores accounts avaiable
in tne safe(s) appropriate to the target environment, For example, the relevant account avaiable im

£afe(s) must only be used to access the relevant account environment respocively
Be granted physical access to Intrastucturo haramaro (usvaly but net always in data centres)

without proper authorisation supported by a vald business caso;

m. Use privieged account access to pertorm non-prvieged functions;

n Auto ferware material from your PU account to any other account,

©. Connect er attempt to connect any unauthorised extemal devices or media (such as laptop POS,

USB sticks, smart phones or personal organises) to any MIS network or system. regarciess of

ercumetances.

Public Key Infrastructure - PU Responsibilities
5 As a PU, you wil be able to request a Puble Key Infrassucture (PKI) cenficato for use on
hardware devices or sofware appicasons. Devices and software applcators are referredto as Non

Person Enities (NPE)

6. PUS thal note that:

a. To request an NPE cartSaate you must be the system oumer (or delegated owner) and an existing

Pid subsenber Requests must be mate using your user sccounl (not your prileged account)

&. You must only use NPE cerifcales witin the emvironmentsyetem ft was issued from and for és

intended use E 9 Therelevantsystem cer:fcates must only be used within the relevant system.

€. Any passwordsipassphrases used to access hey rralarial must be defined and managed win the
relevant system You must protect and eecute keys and cresensals in accordance wth he MIS coce

of practice. MIS policies and procedures and the Gersfeste Pracsce Statement (al avalable on £he

intcanss,

You are responsible for the renewal of any NPE cortfcstes you request and must senti a

sutable secondary nominated contact and a replacement contact should you move Or leave your

post You must nel Ihe cerifcaïe manager of any changes tothe nominated contacts.

Methods of enforcement of these PU SyOPs
7 PU roles, responses and access cortrols may apply at Infrastructure, system or opplcation

level PUs are to be assigned win accounts and passwords aligned to the securty requirements of

‘each system or application and in accordance with Cyber Secunty Technical Policy produces by the
relevant team ardior epecit the relevant team local policy where there are spectic ang authorised

‘operational requiemenss,
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8 The (ul requirements of the Policy for Privileged User (PU) and Enhanced Standard User IT

‘Accounts (Version 30) must be implemented

Compliance with these PU SyOPs - Protective Monitoring
E MIS reserves ta right to monitor al usage of is IT systems by individuais in order to Mentiy

instancesof misconduct, to support incident response andr investigations.

10 Misconduct i defined as conduct prejudicial to the interests of MIS andlor failure to comp with

fil insvuctons, Any misconduct may resul in formal warnings recorced on your veting fle andlor
dscpinay actor up to and including dismissal, See Manual of General Conalions of Service

(GCS) Section 81 (evalabie on the fateanet

11 Line Managers have a duty to report matiere which may constitute misconduct to the relevant

4am, however all users should consider £ thelr duty fo report incidents as necessary exher Lo ther

Line Manager or Grec to themelevanteam as appropriate

12. Au logs willbe generated and mortored for all system users including PUS. User actions must

be atributabe to incividuaie

13. In asótion to routine Protecivo Montering. spot checks will be conducted to ensure that

processes and procedures remainin place and are being property acheres to.

Security Incident Reporting
4. Any person discover a tecurty dent MUST repor it immediately to me Line Manager or

uravaiabi, be IT Service Dest (or SSDO cut of house (lor te operational business)in local

therelevantfam processes and procedures, aking car to note al reevast detais (eg. Emo, pace,
persons invoWea, equipment moved ete). in asen, al security nedente must bo reported fo De

HS TT Security Oeor dents may Meuse (net exhaustive)

2. All hardware or software faults encountered within Ive environments where a breach cf security ss

suspected as a cause,

>. a securty breach is encountered (including any unauthorted access alerpts):

E Many form ot harcuare or eatware tampering of any kind is suspectes:

4. antivirus checks alert thata virus is encountored (inthis instance, nate any messagesor alers

that are displayed, shut down the terminal and do not use agala untl you are informed nat ts safe

lo do so) Vinere applicable, local thecolavantteam processes and procedures mustbo folowed for

viruses ciscaverea in operational envrenments,

+. Any suspected compromise ol passwords or authentication token ‘device;

+ Amy obsenvatoncf events by others that are considered to be detiimenta to HIS secu

15, A relatively mor incident might develop Into a more serious one if not vestigated prompty and

teatod appropriately

16. Falure to repor a security incident ism disciplinary ctr

tested more favourably than tying to coverup an inccent,

17. The-relevant teams Cyber Securty Poey [REDACTION] - IT Security Incident Management
Policy must be adhered to

Amiting to an honest mistake willbe

Exemptions and Waivers to these PU SyOPs
18, Request for exompions and waivers fer anjting covered In these SyOPs should te
submit tothe therelevantam with a ul business Relation Therelevantteam wi avise the
etais ofthe process when contactos
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Review Criteria

18. Any changes to relatos internal MIS policies wil result in a review of these SyOPE Otnerwiss

these SYOPE wil be reviewed on en annual basi,
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GLOSSARY

Term

Definition

Fay ‘The property GITE being ROSES and usaba Upon GENE
by en ahora ent

‘The propery Hal tomadas whol made avaiable or SENS 15

"sed nchiouals entes or processes.

y of saleguareing the accuracy and competeness of

information = this may include tre ebay to prove an action or event
has taken place, cuch that &eannolbe repusined iter

Pavieges User In ine win HNG' technical tecuriy nsk assessment Fameworca

Information Assurance Standard No1 (1AS1) detntion, a Privieged
User (PU) is a registered user or account nelder wo manages te

applications, senices. equipment and security defences wihin the IT
enterprise, MIS’: PU Peiey also includes rose account holders who|

develop and tes. PUs can usualy not be conelraned in the same vay |
as a Nowal (Standard) User and es suen are vepresented
Separate treat actor type.

MIS considors the securty sks from PUS as partof the output of
HUG's mandated LAS1 technical security risk assessment For a
mere busness focussedand comextualsod assessment, MIS further
‘apples the secuiy risk assessmentmethod deserbed in AnnexA
‘ofthe PU Policyto assess a PUS levelof privilege using 8 enteria
(Techneingy, Abilty, Scope, Protective Marking, Crticalty) so thet
‘ey can De categorised as ether an.
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TERRE Sandra Use

+ Standard Privieged User.
“ Enhances Privileged User,

Risk ‘The potontíal that a given threat
wil expiot vulnerables of an

information asset or group of
Information assets and thereby

cause harm to the orgarisaton.

Risk Management Process of coordinating actives
19 dect ard controlam
rganisaton wit regard Lo risk

Risk Tolerance Risk tolerance is closely relates

to isk appetite, whereas epperte
relers to risk at re corporate

level. risk tolerance allows for

vañators in the amountof ek

an organisation propared to

fora particular projet or
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DECLARATION

You must son ese SyOPe cn theexlevantsite agreeing to the terms and requirements detailed in
pese PU SyOPs (Version 3.0) it you aro notable to e-sign there SyOPS on therelevantsite
because you do not have access then you must complete the declaration below
The declerason must be completed and retumed othe relevanttez the relevant team” PUS and
Abe relevant team tor therelevantream PUE.

A Privileges User account cannot be issued unt this form has been received by the the relevant
team along wir a competed PU Account Request Ferm

Declaration

neve attended al relevant ts secunty and awareness brisfags for PUE with access to MIS IT
systeme and have ful DV clearance.

have read these PU SyOPs and understand my responeibilties as detalled win them.

| uncertaketo observe these SyOPs and take al reasonable precautions to ensure that do not
‘reach the securly requirements detailed therein,

‘wit inform my Line Manager, the therelevantnam and iT Servico Desk (the relevant team) or
{follow local thereleventteam er m processes and procecures wen Ino.
longer noes PU access for specie systems.

|ungerstans tht df to observe these SyOPs, | may be subject to ci play action

Nome y Pass (heraforantalte) No:
Signature - Date.
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