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Abstract

MI5 defines a Privileged User (PU) as a registered user or account holder who manages the
applications, services, equipment and security dafences within the IT enterprise IT account
holcers wno develop and lest are also considered to be PUs.

Mi5 assesses the security risks of PUs as pan of the output of HMG's mandated technical
security risk assessmert methadology. For a more business focussed and contextualised
assessment, MIS futher agsesses a PUs level of priviege using 5 criteria (Technology,
Abllity, Scope, Protective Marking, Criticalty) so thal they can be categorised as ether an

Enhanced Standard User;
Standard Privileged User;
Enhanced Privileged User,

These Securlty Operating Procedures (SyOPs) are a requirement of the Policy for Priviegad
User (PU) and Enhanced Standard User T Accounts (Version 3.0) and outline the hugh level
security responsibilities for afl PUs with access to MIS systems (which might also host SIA
nformation). You must read these SyCPs and e-sign them using the refevant sffe (if you
have access to the relevant svslem), otherwise, you will ba required to read and sign the
deciaralion at the end of these SyOPs befere you can apply for a PU account and at least
annually thereafter 1o maintain access H contains detais of whal you must do in order 1o
maintain the Confidentialty, Integrity and Awvailablicy (CIA) of WIS Information and IT
systiams (which might also contain SIA information) ana what you should €0 in the avent cf a
secunty incident.

Line Managers have a responsibility 1o ensure that infarmation security is embadded in ths
everyday IT support services provided by their teams, however #f is your personal
responsibiity to comply with these SyOPs: any deviations from these procoedures may
render you hiable to disciplinary acticn. No departure frem, or amendment to these SyOPs is
permiied without the explict permission of the the referant (eam leas

As Developers are considered 10 ba PUs, this version of the PU SyOPs

supersedes/subsumes the Security Operating Procedures (SyOPs) for Develepers warking
on Security Service IT Systern Enviranments v3 0 dated January 2011
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Purpose

1 The purpase of these SyOPs is to inform all Privieged Users (PU) with elevated or administ-atve
secess t3 MIS systems (which might inciude SIA mlormation! of thelr personal security
responsisiiities. Since these high level SyOPs are generic across MIS [T systems, there may be
a2d tonal system leve! SyOPs that will need ta be read and signed in additon 12 this document.

PU Security Operating Procedures (SyOPs)
What is mandated under these PU SyOPs

2. Before accessing any MIS IT syslem with a PU scoount, you must

8. Atenc any reievant MIS secunty and awareness briefings for 1T staf (this includes induction
training and any specific training requirements identfied for the role by Line Managers for example)
An eleaming package has besn created pnd users must complele this as a pre-requisite fo
reqeestng a PU rolefaccount and annually thereafier;

b. Bo gualified anc/or expacienced (Brough raining and certificatians) fo2 the role you are undertaking
as a PJ {for instance. an Active Directory administrator i expected ‘o have the relevant
competencies 1o ¥l thal rola)

¢ Read Tese SyOPs and e-sgn them using the refevant sife (v you have access o the refevant
Sysfemy, ciherwise, you will be requited % read and sign Lhe declaration at Tw end of these SyOPs
1o confirm that you will discharge your sefunty responsibililes re'ating ‘o PU access to MIS IT
sysiems The lalost version of these SyOPs must then be resread and re-signed (either on the
gelevant sife or manually) at least annualy to retain PU access (reminders wil be automatcaly
emailed to PUs via the refeyvant sfte where e-signing has been usod),

i Read snd ablde by MI3's Code of Praclice for the Use of Electroniz Fazilties as required by ALL
users of MIS IT systermns:

#. Read and understand the requirements of the Policy for Privileged User (PU) and Enhanced
Standard Uses IT Accounts (Version 3.0);

f H3d a current DV and be a UK National In accordance with Policy for Privieged User {PU) and
Enhanced Standard User IT Accounts (Version 3.0). Some PU ro'es will regure PUs 1o be Sensitve
Post Checked (SPC), these roles will be idendled as part of the PU Management and Business
Authorisation (PUMBA] werkfiow used lo authorise PU aczounts the refevant feam and you should
check with your Liné Manager io understand whether of nol £ applies 1o any of your PU
rolesiaccounts. The relevant team PU reles do not currently use PUMBA however some PU accounts
n‘-a}'h sl require SPC and you should kalse with your Line Manager 1o idenyty whether of not SPC
applies 12 you |

§ Ensure that any PU access is applied for through tre IT Service Desk request fulfiment process
(fhe relavant feam supponed sysiems) andfor other M5 FPU account processes and procedures (Hhe
poleyant team supposted sysiems) and the refevant site suppoct team);

h. Ensure tmat any of your parsonal PU nccounts no langer required follow the comect MIS procosses
ang procedures o have these @ccounts disabled If you stll have PU access that is no longer
requireg, you have a personal esponsibility to intiste the process (o have such access revoked: for
the releyant ftegm provisionsd PU sccounts, you can use PUMBA (o inZiats mes

What is allowed or prohibited under these PU SyOPs
3. You CAN'

. Use propedy suthorsed pavieged scoess end/or accounis o adminisior systems of senices os
‘ormally defined and agresd by each assipned and autherised PU rmole,
4, YWou MLUST HOT:
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B Share authonsec personal prailegec acoess sndlor personal ascounte’patswords (perssnal
ascounts are those hat are ascessed using your unigua badge identity and password) with any other
persan, regardless of crocumstances;

b, Share authorised access 19 of kndwkedge of generic PU accounis/passwords [senvice' accounts for
expmpde) with unauthonsed users, regardiess of crcumsianses, Kote: Use of genenc accounts mass
oo avolded whenever paossibie. MIS uses a system caled fhe rolgvanl sysieq to manaje access
lo'password generation o gonenc accounts, Where the relevant sysfem = not being used for
genenc account aciesspassword management, PUs are entouraged o discuss with their Ling
Managers why £ Is nol being used ‘Where (e relevant system s not being used to sicre
passworcs'manage access, the reloyvant feam must also be consulted

€. Leave any terminals ureeiended and unlocked where PU o Nomal User access s
availablalogged I ~ lefminals mus! ba locked i you leave them and logged cff at the end sach
working day. Where there (s a valid unavaidable requiremans to leave pccounts kogged in when USers
are not on MIS premises or {0 leave terminals iagged in and unattended but not locked, approval mus!
oe sought from the [T Security Officer (ITSC) and the relevant feam must be informed,

d Leave connected sessiors (1o touchdown sarvers for cxamplo) rusning when lagged off of
deskiops. Sessions must be discannected AND logged off prior 1o deskiop Iog off,

e. Abuse of attemp! 13 abuse Suthorised privileged access 12 MIS IT systems funcSonality or
datainformation (notwihstanding Foolnate' below),

f. Bypass/subvert or alterngl to bypass/subvert system secunty cantrols {whether physical or technical
um*ﬂ-_.r controls) of 1o use tham for any purpase other than that intended (notwithstanding Footnoles

g Create or allemnpt Io credle any access account (PU or oinerwise) or elevate privieges therest
withoul proper authorisation via the PUMEA workflow (the relevant feam supported systems) andior

relevant PU processes and procecures (the relevant feam supported sysiems and the refevant
Sfte support teams);

n. Share data with individuals who may not be authorised to access 4 themsolvos; lor example
external partmers (including hose who may be co-lozalec with the user for periods of time) or other
W5 colleagues from differont sections / business areas;

L Transfer any cata 1o of frem any MIS IT system cther than via the authorsed imporvexpant
arocedure managed by the [he relevant system (comporate/invesigative systems) the relevant
Site team local processes and procecures (the relevant sife caly) o iocal the relevant team
processes and procedures [operational systems). Data transfe’s (whether data moves of dala coples)
between RS IT systems mus! be avihorised by the Data Translsr Process (managed by the refevant
team) belore they are conducied,

} Make any unautnonsed modificatons or configuration changes to software or hardwase. All changes
must be autharised through e formal change process (corporatelinvestigatve systems) or 'ocal the
felevant team local processes and procedures (operstional systems);

k. Accessladminisier or atiempt to access'administer Production (live) system infrastructure or
applications througn Non-Production (‘test’) environmentziaccounts of vice versa, urless the folowing
oxceptons apply”

11 noted vt some FU rzie (Testen, Sheritnmad St epstrtiona] PU roles, TREDACTION] f30 pample) 408 somesimas 1gwred 13
H2tho 23 part of Thewr role 208 Dheretoow will Rorwt mes br erergt: Fowmen, sor 30t Ty Tt 118 B authariee Sy formal Lest plan
andfoe poseathenal iuidnmy fne B3 BIRRSEALEE 355 B namda = pertper o Gl ® 0plet el b ol L0 U0 Beant aemdart posale. Tl

Pt Baaieds Chitt Ml Provise T BECAS BOHS COTil-ar s for sk roles. B b D resema iy of eath indvidesl Ut FELTES

Fheacien Pt 5ach 00 I A plar I tug s reimiant Lne Managers and 1030 the i 32zets pewleges a0 Sobled wowrn ne Lenger
e e,
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£ 1f y2u have been gmn!:eﬂ‘ 2 ‘cond’ account, the abilty to access both ‘lve’ and test’ anvironmerts
USIng yOur Corg account is ecknowledged and permitted  Meowever, you must ensure that you only use
your cora astount Ior authonsad toges,

i It you are requred to use the relavant svstem for your PU role sesess (wheh could be ascessed
using your crecentals for the mlevant account depending on how you have been gven pccess 1o
safefs}), then you must only initiate onward (ransparent) connectlons using stored accounts avallatle
 the sa'e(s) appropriate o the target environment. For example. the rolevant accounf evailatle in
safe(s} must enly be used Lo access (g relevant sccgunt environments respeciively.

L Be granited physical access o infrastruciure hargware (usually bul not ztways in data centes)
withaut proper authorsaton supported by a valid business case:

m. Uise prialeged account access bo perform non-privileged functions:
n. Auto forward material from your PU agcount o any other account

0. Connect o atlempt to connedt any urauthorised extornal devices or media {such as lapiop PCs,
USB sticks, sman phones of parsonal orpanisers) to any MIS network or system, regardiess of
crcumsiances

Public Key Infrastructure - PU Responsibilities

§ As a PU, you will ba able o request a Public Key Infrastructure (PKI) certiicate ‘or use an
hardware devices or softwara apphcatons. Devices and software applications are refarred 12 as Noa
Parmsan Enttes (NPE)

5, Pl]s sha'l nola that

a. To request an NPE cerificale you must be Lhe system cwnor (or delegated owner) and an existing
PHI subscriber. Requests must be made using your user aocount [nad your privieged assaunt)

b. You must only use NPE certhcates withan the environmert'systern ¢ was Issued from and for #s
intenced use. E.g The refevant system cerficates must only be used within the refevant system

€. Any passwordspassphrases used [o pccess key matenal must be defined and managed within the
refovant system You must pretect and secure keys and credentials in accordance with the MIS code
of practice, MIS policies and procecures and the Cerffcate Practice Statement (ol ava:lable on the
[ntraned)

d. You are responsible for the rerewal of any NPE cerufcales you request and must idenldy a
sulsble secondary nominaled conlact and a replacement contact should you move or leave your
post You must notdy the cesificate manager of any changes 1o the nominaied conlacts.

Methods of enforcement of these PU SyOPs

T PU roles, responsibiiitles and access sonirols may apply at infrastructure, systom or application
level PUs are 10 be assigned with accounts and passwords aligned 12 the security requtemants of
each syslem or applicaton and in assordance with Cyber Securty Technical Policy procuced by the
cefevant feam andior specitic the refgyvant fesm kcal policy whene (herg are speciic and authorsed

ooeralanal roquiements,
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B. The full requrements of the Poliey fer Privileged User (PU) and Enkanced Standa-d Use: IT
Accounts Version 2.0) must be imslemonted.

Compliance with these PU SyOPs - Protective Monitoring

8. MI5 resesves the right 1o manitor all usage of its IT sysiems by ndividuals in order o identify
instances of misconducy, to suppon incrdent response andlor imvestigations.

10 Misconduct is defined as conduct prejudicial 1o the imterests of MIS andlor faflure to comply with
oficial instructons. Any micondust may result in formal wamings recerded on your veling fils andior
dsCpinary acion up 1o and including dismissal. See Manua! of General Conditions of Service
(MGCS) Secton 81 (avalabée on (he intmneD.

17 Line Managsrs have a duly Lo report matters which may consttute miszondusl o

feam, howaver all users should consider it their duty to report incidents as necessary either ta their
Line Manager or direct to the relevant toam as appropriate

12. Audit logs will be genetated and mondtored for all system users including PUs, Usoar actons must
b aftrisutable to individuals

3. In addifion to routine Protectve Monitoring, spot checks will be conducied to ensure that
processes and procecures remain o place and are being property achered to.

Security Incident Reporting

12 Ary person discovesing a secunly incident MUST repont it immeciately to their Lino Mansger oo 1

uravaiabie the IT Service Desk [or SSDO out of hours) o (lo* the operational business) using local
processes and procedures, taking care to note all relevant detai's (e.g tme. place.

persons invoived, equipment involved et2). In adaition, all securny Incidens must be reparted ta the

MIS IT Security Officer Incidents may include (not exhaustive)

a. All harcware or software faulls encountered within Ive environments where a breach of shcunty i3
EUSpacied a5 4 causs;

b. I a security breach is encountered (including any unauinorised access atiomplis);
c. Il ary farm of hardware or sotware lamparing of any kind is sugoscied:

d. If anti-virus checks alent that a virus s encountered (in 1S instance, note any messages of aarts
that are cisplayed. shut down the lerminal and do not use it again ustl you are informed tal | is sa'e

e 9o 82). Where applicable, kool the relavant team processes and procedures must be foliowed far
virusas discovered in cperational anviconmen's,

& Any suspected compromise cf passwords or authentication token/'device:
f Any abservaton of events by cthers that are considered to be detrimental to MIS sacurity

13 A relatively mincr incident mignt develop into a more sefious one if not investigated prompty and
repled appropriately,

18 Failure 1o repcrt a securty incident s a dscplinary ctiense, Admitting 19 an honest mistake will be
tredted more feveourably than ylng % cover up an incident.

17. Ihe relevant feam’s Cyber Securily Policy [REDACTION] = IT Securty Incicent Managemant
Feicy musl be achered o

Exemptions and Waivers to these PU SyOPs

8. Reguests for exemptions and'or waivers for anything covered in these SyOPs shoud be

subm tied o the the reflevant tesm with a ful business fusaficaten Iherelevant team will advise the
celals of the process when contacted.

Page B of 10

[REDACTION]



[REDACTION]
HOTE: REDACTIONS ARE [NDICATED [REDALTI DN] AMD GI5TS ARE IN BOLD, DOUBLE-UNDERUINED

AND ITALICS]

Review Criteria

19 Any changes 1o relaled intemal MIS polices will resull in a review cf these SyOPe Othorwize,
these SyOPs will be reviewed on an annual basis
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01 081172010 | Inkial dra% IS Official :
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10 16022011 Updatec Iolicwing final review M5 Official
. comments anot 13 issue.
12 18062012 Document reviawed in e with the | M5 Official
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2.0 27202 Version number t> 2.0 |esued fae M5 Officlal
. publicatan
21 051272012 Updales to bang into line wich va 0 | MIS Officia!
of PU Palhicy and roulne arnJal
| review -
22 2570272014 Upcates ta v2 1 following wide LS Official
ousiness review
a0 01042014 Version 3.0 issued for pubicaton Mi5 Official
| as latest versian.
GLOSSARY
Term
| Definition |
Availabilidy The property of information beirg accessibla and usabls upon demand
e by an authorised entity
Confidentally The property tha! in'ormalisn s not made avallabie o disciosed fo
unauthotised indviduals, enlities, or processes
! Inbegrily | The property of saeguarding Whe accuracy and complateness of
information = this may include the abiity 1o prove an actzn of even
has taken place, such Lhal it cannot be repudiated lales
| Privieged User In ne with HMG's tecnnical security risk assessmant frameweork's
Inforrmatian Assurance Standard No.t {IAS1) defniten, a Privikeged
User (PU] is a registered user ot account holder who manages the
applizalions, services, equipmen! and security defences wihn the IT
enterprise MiS's PU Policy also inciudes those account holders whe
oavieiop and test FUs can usually not be constrained in the sama way
a5 a MNormal (5iandard) Usar and as such ase represented as a |
separate threat sctor type. '
Mi5 considers the secunty risks from PUs as part of the cutput of
HMG's mandated [AS1 tecninizal security risk asssssment. For a
more business focussed and conlextualised assessment, WIS further
2pples the securtty sk assessmant method described in Annax A
| cfthe PU Poiicy 1o assess a PUs level of paviloge using 5 critenia
| | (Technology, Abikty, Scape, Pretective Marking, Criticalty) so that
i they can be categorised as e ther an;
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-

- Enhanced Standard User;
- Standard Privileged User;
- Enhanced Privileged Usar,

Rizk

Risx Management

Rizk Tolerance

The potental that a given threat
will axploit vulnerabilities of an
infarmation assel or group of
infarmation assets and tereby
cause harm ta the organisation
Precess of coordimating activities
o direct and cortrod an
organisation with regard to risk
Risk tolerance is closely related
io risk appetite, whereas appetite
refers ta risk at the cerporate
fewel, risk tolerance allows for
variatons in e amount of risk
an organisaton is prepared to
accept for a particular project or
programme
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DECLARATION

You musi sign these SyOPs on the relgvant site agresng to the terme and reguiremearts datailed in
these PU SyOPs (Vemsion 3.0} If you are not able 1o e-sign thase SyOFs on tha relevant sife
beCause you do not have access then you must complete the declaralion beaw

The declaration mus! be compleled ang roturred 1o the rolavant feam. the relgvan? team PUS and
e refovant team for the relevant fegm FUs.

A Privieged Usar account cannot be nsued urld this form has been received by the the refevant
{oam akng with a compieted PU Account Regquest Fom.

Declaration

| have atiended all relevant MIS securty and awarenass briefings for PUs with access ta MISIT
syatems and have full DV clearance

I have read these PU SyOPs and understand my responsibiities as Jetailed within them,

| undentake 1o observe these SyOPs and take all reascnable precautions 1o ensure tha! | do not
Breach the socurly reguiremens delaied therem

I'wid inform my Line Manager, the the refevant foam and IT Service Desk (the relavant feam) or
fobew local the relevant team of the relevant site leam processes and procedures when | no
knger need PU access for specific systems.

lunderssand tat ¥ | fail 1o observe these SyOPs, | may be subject 1o disciplrary action

Kame: = vee e Pass (thepleyant site) No: .
Signature: ; Date
Page 10 of 10
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Abstract

MIS defines a Privileged User (PU) as a registered user or account holder who manapes the
applications, services, equipment and security defences within the IT enterprise |IT account
holders who develop and test are also considered to be PUs.

MIS assesses the secunty risks of PUs as pant of the output of HMG's mandated technical
secumy nsk assessment methodology For a more business focussed and contexiualised
assessmen!, MIS further assesses a PUs level of privilege using 5 criteria (Technology.
Ability, Scope, Protective Marking, Criticality) so that they can be categorised as either anv

Enhanced Standard User;
Standard Privileged User;
Enhanced Priviieged User.

These Security Operating Procedures (SyOPs) are a requirement of the Policy for Privieged
User (PU} and Enhanced Standard User IT Accounts (Version 3.0) and outline the high level
secunty responsibilties for all PUs with access to MIS syslems (which might also host SIA
information) You must read these SyOPs and e-sign them using the relevant site (f you
have access 1o the refevant sysfam); otherwise, you will be required 10 read and sign the
ceciaration at the end of these SyQPs before you can apply for a PU account and at leas!
annually thereafler to maintam access. It contains detalls of what you must do in order to
maintain the Confidentiality, Integrity and Availability (CIA) of MIS Information and IT

sysiems (which might also contain SIA infarmation) and what you should d2 inthe event of a
security incident.

Line Managers have a responsibility 1o ensure that information security is embedded In the
everyday IT support services provided by their leams, however it is your personal
responsibilily 1o comply with these SyOPs, any devialions from these procedures may
render ycu liable to disciplinary action No depariure from, or amendment 1o these SyOPs is
permitied without the explict permission of the the relevant team lead.

As Developers are consdered lo be PUs, this wvorsion of the PU SyOPs

supersedes/subsumes the Security Operaling Procedures (SyOPs) for Develapers working
on Security Service IT System Environments v3.0 dated January 2011.
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Purpose

T The purpose of these SyOPs is 1o inform all Privieged Users (PUS with elevated or admiristrative
access 13 MIS systems (which might Include SiA Information) of ther peorsonal BECURSY
responsiblities. Since these high level SyOPs are genenc across MIS IT syslems, there may be
addinonal system level SyDPs that will need 1o be read and signed in addition to this dozument

PU Security Operating Procedures (SyOPs)
What is mandated under these PU SyOPs

2, Belore accessing any MIS IT sysiem with a PU account. you must

8. Atiend any relevant MIS secusity and awareness briafings for IT staff (this Includes induction
training and ary specdic training requirernents identified for the role by Line Managers for example).
An elearning package has beon credled and users must complele this as a pro-requisite o
requesting a PU roie/account and annually thenealtsr

b. Be guatfied ancios expenienced (Tuweugh Uradning and cortheations) for tha role you are undetaking
as 8 PU {for inctance, an Active Direclory administrator is expected to have the relevant
compatencies to il that roke).

¢ Read these SyOPa and e-sign them using the refevant sfte (f you have access to (e refevant
System): otherwise, you will be required 1 read and sign the declaraton at the end of these SyOPs

o confirm that you will cischarge your secusity responsibeiities relsting to PU access to MIS IT
sysiems. The latest version of these SyOPs must then be re-reacd and re-signed (ether on the
polevant sife or manuzlly) al least annwally 1o retain PU access (reminders will be automatically
emalied to PUs via (1o refevant silg where e-signing has been usec)

d. Read and abide by MIS's Code of Prattice for the Use of Elecironic Faciities as requived by ALL
users of MIS IT sysiems,

¢, Read and ungerstand the requrements of the Palicy for Privieged User (PU) and Erhanced
Standard User IT Accounts (Viersion 3.0)

! Haoid a curenl BV and e a UK Naticnal in accordance with Febcy for Privieged User (PU) and
Enhanced Standasd User IT Accounts (Version 2.0) Some PU roles will require PUS 10 be Sensitive
Post Checked (SPC); these roles will be iceniified as pan of the PU Management and Business
Authorisation (PUMBA) workfllew used 1o asthorise PU accounts the relevant feam and you should
check with your Line Manager to undesstand whether of not if applies o any of your PU
rofes/eccounts. The relevant team PU roles do not cumently use PUMBA however some PU accounts
may stll require SPC and you should Eaise with your Line Manager to identify whe'her or not SPC
apples o you

g Ensure that any FU access = apphed for through the IT Service Desk reguest fulfiment process
(fhe refevent toam supporied systems) andfor other Mi5 PU acodunt processes and procedures ((he
elevant feqm suppaned systems) and the refevant sife support leam),

h, Ensure that any of your personal PU sccounts no konger required follow the correct MIS processes
and procedures 10 have (hose actounts disabled If you stil have PU ascess ihat s no banger
required, you have a personal responsiility to in‘tiate the process to have such pccess revoked, for
the refevant team provisioned PU accounts, you can use PUMBA o initiate this.

What is allowed or prohibited under these PU SyOFs
3. You CAN:

8. Use properly authonsed privieged acosss andlor acoounis o acmirister sysems of sanices as
formaly defined snd agreed by each assignoed and autharised PU role
& You MUST ROT:
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a Share authorised personal privileged access and'or personal accounis'passwords (personal
accounts are those that are accessed using your unique badge identty and password) with any other
person, regardess of droumstances;

b. Share authorised access to or knowledge of generic PU accounts/passwords ("senice’ accourts for
example) with unsuthorised users, regordiass of croumstances. Netes Use of generic assounts must
be avoided whenever potsibla, MIE uses a eyetem caled the relevant system to manage access
to'password generation for generic accounts Where the rplsvant system s not being used for
peneric acoounl access'password mandgement, PUs ase encournged o discuss with ther Line
Kanagers why it is not being used. Where the releyan? sygfom is not being used o siore
passworce'manage access, the relevant feam must also be consulted.

¢ Leave any ferminale unattended and unlocked whore PU or MNormal User access =
avaiablefogged in — terminals must de boked  you lesve them and lagged off ot the end each
working day VWharo there s a valid unavoidable requirement 12 leave accounts logged in when users
are not oa M5 premses or to leave terminals logged in and unattended but not locked, approval must
be soughl tom the [T Secunty OMicer (ITSO) and the relevant team mus! be informed,

d. Leave connecled sessions (1o louthdewn servers for example) running when lopged off of
desklops Sessions must be disconnected AND logged off prior ta deskion log off.

¢. Abuse or attempt to abuse autherised prvieged acces: 1o MIS IT systems, functionality or
datafinformation (notwithstanding Foctnota' below):

. Bypass/subven or atlempl 10 bypass/subvert system securily controls (whether physical or technical
securily conltrols) of 1o use them for any purpose other than that intended (notwithslanding Fostnole:
belowl;

g Create er atlempt o crealsy any ascess account [PU of oiherwise) or elevate privieges thereo!
without proper authorisation via the PUMBA woreflow (the refevagt lpam supported systems) andlor

relovant PU processes and procedutes (fhe refevant feam supported systems and the releyvant
Eile suppon teams),

h. Share data with individus's who may nct be authonised to pocess it themselves; for example
exiemal pariners (including those who may be co-located with the user for pericds of time) or other
KIS coliseagues from different secticns / business areas,

i Trarsfer any cala to or fom any MIS IT sysiem cther than via the authorised Importieapon
procedure managed by the the relevant sysfem (corporatefnvestgative systems), the relevant
Sife team local processes and procecdures (lhe refevant sifg only) oc local

processes and procecures (operational systems). Data trans’ers (whether data moves of cata copies)
between WIS IT systems must be outhorised by the Data Transfer Process (managed by the melsvant
team) be'lore they are conducted,

| Maxe any unauthsrised mocifications or configuration changes {o software or hardware. All changes
must be authorised through the formal change process (corporatefinvesticative systems) o kacal the
felevant feam local processes and procedures (operational systems),

k. Accesslacminister or alttempd 19 access'administer Production (live’) system infrastructure o
appicatons through Non-Producton (test) environments/sccounts of vico versa, unless the folcwing
exceptions anply:

T3 m e rated 193 soene B ales [Tritens, Eherplevant frem pperationa! U rokes, "REBASTION] for paarng'e ) are sometimes peaurrd 1o
A3 T3 8 part of Tl role and therefore wil sametimes b £oem 3L however, S0 SEthity maust 52 be awrariued oy @ Rarea! Fest plan
#rd/or erfauonal business taxe a3 apprepeate bnd the surmser of peopie v such roles st be EEpt 1g th 14301 Smse] painbie. Tedi

lan BAg Buningls coves Mol provid s e SR Breens coratraints for guch roles, B s e respensibility of each Indsaigus! FU is pies

TaEmas ved that such authionisation £ I ki Thipugh relevant Line Managers 2nd that their petess priviepes ere dissbled whes ne longer
ntguined,

Paged ol 10

[REDACTION]



[REDACTION]
NOTE: REDACTIONS ARE INDICATED [REDACTION] AND GISTS ARE IN BOLD, DOUBLE-UNDERLINED
AND ITALICS]

L If you have been granted a “core’ pacount, the abdity 19 access both Tve' and 1es? envronments
using your core account is acknowiedged and permitied. However, you must ensure that you only use
your core aceaunt for authersed tasks:

iL. i you are required to use the relevant system for your PU role access (which could be occessed
using your credentials for the relevant gesount depending on how you have been given access to
safe{s)), hen you mus! only initale onward (Fansparent) connections using stored accounts avaiable
in the safels) appropriale 1o the tarpet environment. For example, the mlevant account available in
szle(s) must only be used 1o access the relevent sccount emiTocnments respactively

L Be granled physical access o Infrastructure hardware (ususly but not ahways in data centres)
without proper authorisation supported by a valid business case;

m. Use privieged account access 1o perfarm non-privieged functions:
n Auls fesware matenal frem your PU account b any other account,

. Connect or atlemp! 15 connect any unauthorsed external devices or meda (such as laplop PCs,
USH sticks, smart phones or personal organisers) to any MIS network or system. regardless of
circumstances,

Public Key Infrastructure - PU Responsibilities

5§ As a PU, you will be able to request a Public Key Infrastructure (FKI) centificate for use on
hardware devices or so'tware applications, Devices and software applicatons are referred 10 as Non
Person Entities (NPE)

&, PUs shall note that

a. To request an KPE certricate you must be the system owner (or defegated owner) and an existing
PKI subscriber Requests must be made using your user sccount (not your privileged account)

£ You musl only use NFE cerificales within the environment/sysiem © was msued from and for s

intendec use E.g. The relevant sysfem cerifcates must only be used within the relevant syatem.

€. Any passwords/passpirases used 10 accoss key malsrial must be defined and managed within the
relevantsystem You mus! prolect and secure keys and credentals in accorcance with {ha MIS code
of prectice. MIS policies and procedures and the CerSficate Pracice Statement (89 avalable on the
intrapes).

d You pre responsibie or the renewal of any NFE corthzates you request and must iderlily a
suitadle secondary nominaied contact and a replacement contact should you move or leave your
posl You must notify the certificate manager of any changes to the nominated contacts.

Methods of enforcement of these PU SyOPs

7 PU roles, responsbilities and access controls may apply af infrastructure, system of application
level PUs are 10 be assigned with accounts and passwords aligned to the securty requisements of
each system or applicabon and in accardance with Cyber Security Technical Policy produced by the

refevant toam andor specific the refevant feam local policy where there afe specific and authorised
operationsl feguiiemenis.
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B The full requirements of the Folicy for Privileged User (PU) and Enhanced Standard User IT
Accounts (Versian 3.0) must be implemented

Compliance with these PU SyOPs - Protective Monitoring

8. MIS reserves the right 1o moniar all usage of fis IT syslems by indivicuals in order to identily
instances of misconduct, o suppon incident respanse and’or investigations,

10 Misconduct is defined as conduct prejudicial 1o the interosts of MIS and'or fallure 1 comply with
official instruchons. Any misconcust may result in formal warnings recorded on your vetting file andlor

disciplinary action up to and including dismissal. See Manual of Genera!l Condlitions of Servics
(MGCS) Secton B1 (evailable on the Intranef)

11 Line Managess have a duly to report matiers which may constiile misconduct to the relevanl
feam, however all users should consider ¢t their duty 1o report incidents 25 necessary clher Lo ther
Line Manager of crect 1o the relevaglleam as appropnate

12. Audd ks will be generated and monitored for all system usess including PUs. User actions mus!
be attributable o individuals.

13. In addiion 1o routine Protectve Monitoring, spot chocks will be conducted o ensure that
processes and procedures remain in place and are baing properly adherad 1o,

Security Incident Reporting

T4, ANy person discovenng a securly incident MUST repon it immediately 1o their Line Manacer or €
unavalable, the IT Service Desk (or SSDO out of hours) er {I3r the operational business) using local
the releyant foam processes and procodu’es, taking care 1o note all relevant details (e g. time, place,
persans Involved, equipment involved elg). In addition, all securlty incidents must be reported 1o the
MIS IT Security Officar. Incidents may include (not exhaustive):

2. All hardware or seftware faulls encountered within Ive envizonments where a beeach of security =
SLSpAcied B3 & CAusE;

9. If a security breach i encountered (including any unauthosricad ascess atempls):
. Wany form of hardware or so'twans lampering of any kind i3 suspecies:

d. If ant-virus checks alert thal a virus s encountered (in this instance, nole any messages or alerts
that are d:spiayed, shut down the terminal and do not use it agaln until you are informed that it 's sale

l> do s0]. Where applicable, local the relevant feam processes and procedures must be fofowed for
viruses dissovered in operalions] envifronments,

€. Any suspecied compromise of passwords or authentcation token/device;
£. Any cbservalon of events by olhers thal are considered 10 be detrimental to MIS securty

5. A retalively minor ncident might develop inlo a more senous one if not nvestgated promplly and
tealed appeopriately

16. Failure to repon a security incident is a disciplinary cfence Admitting 12 an honest mistake will ba
treated more favourasly than trying to cover up an incident.

17 Ihe releyant tepm’s Cyber Securlly Palicy [REDACTION] = IT Secuity Incident Managemenrd
Palicy mus! be adhered 0.

Exemptions and Waivers to these PU SyOPs
18. Reguesls for exempuons andier walvers for anything covered In these SyOPs should be

submittec to the the refevant foam with a lull business justification The refsyant team will advise the
detalls of the process when cantacted -
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Review Criteria
19. Any changes to retsted internal MIS policies will result in @ review of these SyOPs Othetwise,
theze SyOPs will be reviewed on &0 annual basis.
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DOCUMENTCONTROL
PD‘WMEHI History i
[Version [Date | Summary of Changes Changed By
0.1 OB/11/2010 | Intialdraft MIS Official .
0.2 QBR2r2011 Updated following review meeting | MIS Dfficial
with |
1.0 1602720114 Updated following final review MIS Official
= Comments phor 10 issue. i
12 1R0ER2012 Document revsrwod in ling with the | MIS Officlal
new version of the PU Policy F
version 1.4 _
20 271912012 Version number 10 2.0 Issued for | MIS Official |
i publication - |
2.1 | D5M2:2013 Upcates 13 bring inta line with v3.0  JIS Officlal |
of PU Pelicy and routine annusl i
L g review = |
22 25002014 Updates to v2 1 following wide IS Officin]
business review
a0 42004 | Version 3.0 kssued for publication M5 Official
| as latest version.
GLOSSARY
[ Term
Definitian
Avaiabiltty The property of informalion Deing accessible and usable vpon demand
. by en autharised entity
Con‘gentialty Tha propery thal informaton i3 nol made available or disclosed 1o
Jnaunorsed indhviduals enties. or processes
Integnly The property of safeguarcing the eccuracy and complelencas of
infarmaton - this may include the ablity 1o prove an action or avent
has lzken place such that it eannel be repudiated later
Prvileged User In Line with KMGe technizal security risk assessment frameworcs
| Informaticn Assurance Standard No 1 (1AS1) definition, a Privieged
| User (PU) is a regislered user or account hokier who manages e
| applicalions, senvices, equipment and secunty defences within the IT

enterprise. MIS's PU Policy also ncludes thése account holders wha |
develop and lesl. PUs can usually not be constrained in the same way |
as a Norrmal (Standard) User and as such are represented as a
separate threat acior type.
MIS considers the secundy nisks from FUs as part of the cutput of
HMG's manZated IAS1 technical security risk assessment For a
more butiness focussed and contextualised assessment, MIS futther
apples the security risk assessment methed described in Annex &
of the PU Policy to assess a PUs level of privilege using 5 criteria
(Techncliogy, Ability, Scope, Protective Marking, Criticality) so that
ey Can be ealegorised as edher an:
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- Entanged Standard User

- Standard Priviloped Usaer;

- Enhancod Privileged User,

Risk The potontal that a ghven threat
will expiait vulnerabilities ol an
information asset o group of
information assels and thereby

; cause harm to the organisaton.

Risk Management Process of coordinating activisies
o direct and control an
organisation with regard o risk

Risk Tolerance Risk tolerance is closely related

o risk appetite, whereas eppatiie
rafers ta risk al the comporate
level, risk iolerance allows for
vaniabons in the amount of rsk
an crganisation is prepared to
accep: for @ particular project of
oroaramme,
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DECLARATION

You must sgn 1hese SyOPs on the relevpnt site agreeing 12 the terms and recurements detalles i
tiese PU SyOPs (Version 3.0) 1 you are not able 12 e-sign these SyOPs on the relevani site.
bezause you 49 not have access then you must complele the declaration below

The declaration mus! be compieted and returned to the relevant team, the refevant team PUs and
Lhe relevant team for the relevant team PUs.

A Privileged User account canndt be ssued unt! this form nas bean recetved by tha the refevint
izam along with a complated PU Account Request Form,

Declaration
| heve attended all relevant IS secunity and awareness brisfags for PUs with aocess to MIS IT

sysiems and have full DV clearance.
| have read these FU SyOPs and understand my respensibilities as detaled within them.

| unzeriake to observe these SyOPs and take all reasonabie precautions 1o easure tha! | do nat
breach the sacurily requlzements detaled therein

bwall inform my Line Manager, the the refevant team and IT Service Desk (the releyaat team) of
follow local the relevant team of the relevant site team processes and procedures when | no
longer need PU access for specific systems

! undersiana that f | fad to observe these SyOPs, | may be subject io cigciplinary action.

hame: ... 5 T « oo Pass (the refevant site) No:

Signature - : Date .

Pape 10 of 10

EHEDACTIDNB



